Information Note
Decoding T38
messaging

Decoding T.38 messaging from an Ethereal trace

To look at T.38 messaging, use Ethereal 0.10.12 or greater to capture and decode the VoIP traffic. (This
version of Ethereal decodes and presents the T.38 command values on the main screen.)

For SIP, an ethereal filter of ‘sip||rtp||t38’ will display the key SIP traffic.
For H.323, an ethereal filter of ‘h245]||h225||rtp|[t38’ will display the key H.323 traffic.

The resulting Ethereal screen will look something like:
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12283 84.251335 172.19.1. 65.240. i UDP: UDPTLPacket Seg=00000 +t30ind: no-signal
12284 84.323146 172.19.1. To UDP: UDPTLPacket Segq=00000 t30ind: no-signal
12285 84.394964 172.19.1. i UDP: UDPTLPacket Seq=00000 t30ind: no-signal
12286 84. T UDP: UDPTLPacket Se ind: ignal
T2 5 T. 38 : UDPTLPacket 0 : gha
12288 84.6024E8 .15.1. 5 5 T.38 UDP: UDPTLPacket Seg=00000 3
12289 B4.674280 172.19.1.65 65,240,225.14 T.38 UDP: UDPTLPacket Seg=00000 t30ind: no-signal
122680 B4.738123 172.109.1.65 65.240.225.14 T.38 UDP: UDPTLPacket Seq=00000 t30ind: no-signal
12291 84.762708 65.240.225.14 172.1%.1.65 T.38 UDP: UDPTLPacket Seq=00001 data:v2l: hdlc-datalFr] J
12262 B4.762720 65.240.225.14 172.15.1.65 T.38 UDP: UDPTLPacket Seq=00002 data:w2l: hdlc-data[c0o]
12293 B4.767756 65.240.225.14 172.19.1.465 T.38 UDP: UDPTLPacket Seg=00003 data:wzl: hdlc-datal[o4]
12294 84.787485 65.240.225.14 172.19.1.65 T.38 UDP: UDPTLFacket Seq=00004 data:wzl: hdlc-datal[00]
12255 84.813853 65.240.225.14 172.15%.1.45 T.38 UDP: UDPTLPacket Seg=00005 data:wzl: hdlc-datal[00]
12296 84.840467 &65.240.225.14 172.19.1.65 T.38 UDP: UDPTLFacket Seq=00006 data:wzl: hdlc-data[6a]
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[ Frame 12287 (60 bytes on wire, &0 bytes captured)
[H Ethernet II, src: 172.19.1.65 (00:50:58:01:06:Fe), Dst: 172.19.1.10 (00:0e2:83:62:0e:h4)
H Internet Protocol, Sre: 172.19.1.65 (172.19.1.65), Dst: 65.240.225.14 (65.240.225.14)
[H User Datagram protocol, src Port: 10012 (100120, DsT Port: 18564 (185640
H ITU-T Recommendation T.38
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If the T.38 packets are not decoded as T.38, clear the filter, select a UDP packet that is a T.38 packet,
right click and select ‘decode as’ and then select T.38

When decoding T.38 packets, check the sequence numbers as packets can be received in the wrong
order but will be correctly re-ordered by the Vega T.38 decoder. (It is not a problem if packets are
mis-ordered)

Each T.38 (actually T.30) message comprises of a number of v21 hdlc-data packets. Each message
starts with two packets FF, CO or two packets FF, C8. This header is then followed by a command /
response identifier and then by any data that relates to that command / response.

The structure of the T.38 (T.30) commands is documented below.

For a standard fax call where the calling party transmits the fax to the called party, the typical sequence
of the call is:

e INITIAL IDENTIFICATION commands sent from called to calling party
COMMANDS TO RECEIVER commands sent calling to called party (transmitter to receiver)
Fax data sent calling to called - training
PRE-MESSAGE RESPONSE sent called to calling party
Fax data sent calling to called — page data
POST-MESSAGE COMMAND (end of page / end of document) sent calling to called
POST-MESSAGE RESPONSE sent called to calling
OTHER LINE CONTROL (disconnect) calling to called

The T.38 protocol is fully defined in the ITU T.30 specification.
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Table 1

- T.38 command / responses

Address | Control Field Command / response identifier DATA
Field
INITIAL IDENTIFICATION 01, 02, 04
0000 xxxx
01 - Digital Identification Signal - Standard ITU capabilities 3 bytes to 10 bytes of data
See Table 2 to decode the DIS values
FF CO — Non-final frame 02 — Called Subscriber Identification (optional) 20 digits (International) telephone number LS digit first padded with space characters
C8 - Final frame See Table 4 to decode the digits; * and # are not allowed
04 — Non Standard Facilities ... Facilities outside ITU
T-series recommendations
COMMAND TO SENDer 81, 82, 83, 84, 85
FF CO — Non-final frame 1000 X_X)_(X - - —
C8 — Final frame 81 - Digital Transmit Command —Defines capabilities 3 bytes to 10 bytes of data
See Table 2 to decode the DTC values
82 — Calling subscriber Identification 20 digits (International) telephone number LS digit first, padded with space characters
See Table 4 to decode the digits; * and # are not allowed
83 — Password (used for poling mode) 5.3.6.2.8
84 — Non standard facilities command
85 — Selective polling 5.3.6.2.9
COMMAND TO RECEIVEr 41, 42,43, 44, 45, 48
) X100 XXXX C1,C2,C3,C4,C5,C8
FF gg _ Ei%r;-lfllt?:rlnfgame 41 3 bytes to 10 bytes of data
C1 - Digital Command Signal - response to standard See Table 3 to decode the DCS values
capabilities
42 20 digits (International) telephone number LS digit first, padded with space characters
C2 — Transmitting subscriber Identification See Table 4 to decode the digits; * and # are not allowed
43 20 digits (International) telephone number LS digit first, padded with space characters. (Right
C3 — sub address Justified)
See Table 4 to decode the digits; *, # and + are not allowed
44
C4 — Non standard facilities set-up
45 5.3.6.2.8
C5 — Password
48
C8 — Continue to correct
Version 0.3 22 June 2006 Page 3 of 9

Decoding T.38 messaging

© 2005-2006 VegaStream Ltd.




Address
Field

Control Field

Command / response identifier

DATA

FF

CO0 — Non-final frame
C8 — Final frame

PRE-MESSAGE RESPONSES 21, 22,23
X010 XXXX Al, A2, A3

21
A1l — Confirmation To Receive — Ready to receive

22
A2 — Failure to train

23
A3 — Response for Continue to correct

FF

CO — Non-final frame
C8 — Final frame

POST-MESSAGE COMMANDS
71,72,73,74,76,79,7A,7C, 7D
X111 XXXX F1, F2, F3, F4, F6, F9, FA, FC, FD

71
F1 — End Of Message (End Of Page)

72
F2 — MultiPage signal (End Of Page)

73
F3 — End of re-transmission

74
F4 — End Of Procedures (End Of Page & End of Document)
Clear call

76
F6 — Receive Ready

79
F9 — Procedure Interrupt - End Of Message, Request
Operator Intervention

7A
FA — Procedure Interrupt - MultiPage Signal, End Of Page,
Request Operator Intervention

7C
FC — Procedure Interrupt — End of Procedure (End of Page
& End Of Document)

7D
FD — Partial Page Signal — (End of Partial Page)
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Address | Control Field Command / response identifier DATA
Field
POST-MESSAGE RESPONSES
) 31, 32, 33, 34, 35, 36, 37, 38, 3D, 3F
FF CO —Non-final frame | ;519 yxxx B1, B2, B3, B4, B5, B6, B7, B8, BD, BF
C8 — Final frame a
B1 — Message confirmation (more messages may follow)
32
B2 — Retrain Negative
33
B3 — Retrain Positive
34
B4 — Procedure Interrupt Negative (message has not been
received properly but can’t continue without operator
intervention)
35
B5 — Procedure Interrupt Positive (message received OK
but can’t continue without operator intervention)
36
B6 — Procedure Interrupt Disconnect
37
B7 — Receive not ready
38
B8 — Response for end of transmission
3D
BD — Partial page request
3F
BF — File Diagnostics Message
OTHER LINE CONTROL 58, 5F
X101 XXXX D8, DF
FF CO — Non-final frame
C8 — Final frame o8
D8 — Command Repeat request
5F
DF - Disconnect
MISC 60, 61
X110 XXXX EO, E1
FF CO0 — Non-final frame
C8 — Final frame 60 .
EO — Facsimile coded data
61
E1 — Return to control for partial page
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Table 2 DIS / DTC values

First byte ...
0000 O--- < Reserved
S--- - X-- & V.8 capabilities
EEEEREES ¢ < Cctets
---- ---0 < Reserved
Octets:

0 = 256 octets preferred
1 = 64 octets preferred

Second byte ...

X-== === < Ready to transmit
(pol ling)
R < Receiver fax operation
- - XX XX- - & Data Sig Rate
______ X- < lines per mm
------- X & 2-d coding capability

Data Sig Rate val ues
0000 Rec v.27 ter fall-back node

0100 Rec V.27 ter
0101 Reserved
0110 -

0111 Reserved
1000 Rec V.29
1001 -

1010 -

1100 Recs V.27 ter & V.29

1101 Recs V.27 ter, V.29 & V.17
1110 Invalid

1111 Reserved

ines per mm
R8 X 7.7 lines/mm
200 X 200 pel s/ 25.4mm

Third byte ...
XX-- ---- < Recording width
S-XX ---- < Max rec length
- oo XXX- €< Mn scan line tinme

_______ X € Byte 4 follows

Recordi ng wi dth
00 = 215 mm

01 = 215, 255 & 303 nm
10 = 215 & 255 mMm

11 = Invalid

Max Recording | ength
00 = A4

01 = unlimted

10 = A4 (297 mm) & B4 (364 mm)
11 = Invalid

Mn scan line tine
000 = 20 ns
001 = 40 ns
010 = 10 ns

011 = 5 ns

100 = 10 ms half pitch
101 = 20 ns half pitch
110 = 40 ms half pitch
111 = 0 s

LN N A N N N

Extension byte (byte 4) ...
0

Reserved

Unconpressed node
Error correction node
Reserved

Reserved

Reserved

T.6 coding

Byte 5 fol |l ows

Extension byte (byte 5) ...
0000 000- < Reserved
S--- ---X < Byte 6 foll ows

Extension byte (byte 6) ...
X-== === < R8 x 15.4 lines/mm
S X-- m--- € 300 x 300 pels/25.4mm
e Xe ---- < R16 x 15.4 lines/mm & or
400 x 400 pel s/ 25. 4mMm
e X —--- € Inch based res pref
e X--- & Metric based res pref
e o X-- € Mn scan line time
------ X- & Selective polling
_______ x & Byte 7 follows

Extension byte (byte 7) ...

X=== =--- < Sub addressing
capability

B . & Password

Ce X e < Ready to
transm t (pol |ing)

-0 ---- & Reserved

e X--- & Binary file transfer

hee o X-- < Docunent transfer node

______ X- & Electronic Data

------- x €& Byte 8 follows

AN A

Extension byte (byte 8) ...
0

Basi ¢ Transfer Mode
Reserved
Ready to transmt

Character node
Reserved

M xed node
Reserved

Byte 9 follows

Extension byte (byte 9) ...

X--- ---- < Processabl e node 26
Dig Network Capability
Dupl ex capability
JPEG codi ng
Ful | col our node
Reserved
12 bits/pel conponent
Byte 10 fol |l ows

e X---

OO OO

Dupl ex capability

Mn scan line tinme
0 = single pith
1 = half pitch
Extension byte (byte 10) ...
Xemm =m-- < No subsanpling
Xe e me- - < Custom il lum nant
Ce X e < Custom ganut range
S X ---- & Letter size capability
S--- X--- < Legal size capability
e oX-- < Rec T.85 basic
capability
------ X- < Rec T.85 LO capability
_______ 0 < Extend field

0 = Half duplex only
1 = Duplex or half duplex
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Table 3

DCS (response) values

First byte ...
0000 O--- < Reserved
S--- - X-- < Invalid V.8 cap req
S--- --X- < Invald Cctets req
---- ---0 € Reserved

Second byte ...

0--- ---- Rerserved (polling)
[ < Receiver fax operation
- - XX XX- - & Data Sig Rate

e oo X- < lines per mm

--- ==X < 2-d coding capability

Data Sig Rate val ues

0000 2400bps, Rec V.27 ter
0001 14400bps Rec V.17
0010 Invalid

0011 Reserved

0100 4800bps, Rec V.27 ter
0101 12000 bps Rec V.17
0110 Invalid

0111 Reserved

1000 9600bps, Rec V.29
1001 9600bps Rec V.17
1010 Reserved
1011 Reserved
1100 7200bps,
1101 7200bps,
1110 Reserved
1111 Reserved

Rec V.29
Rec V.17

s per mm
R8 X 7.7 lines/m
200 X 200 pel s/ 25. 4mm

Third byte ...
XX-- ---- < Recording width
S-XX ---- < Max rec length
- oo XXX- €< Mn scan line tinme

< Byte 4 follows

Recordi ng wi dth

00 = 215 nm

01 = 303 nm

10 = 255 mMm

11 = Invalid

Max Recording | ength
00 = A4

01 = unlimted

10 = B4 (364 mm)
11 = Invalid

Mn scan line tine
000 = 20 ns

001 = 40 ns

010 = 10 ns

011 = 5 ns

100 -

101 -

110 -

111 = 0 ns

Extension byte (byte 4) ...

[ < Reserved
CXe - e & Unconpressed node
S X- m--- & Error correction node
e X - & Frane Size
e 0--- < Reserved
e -0-- < Reserved
e oo X- < T.6 coding
e - X < Byte 5 follows
Frane size
0 = 256 octets
1 = 64 octets

Extension byte (byte 5) ...
0000 000- < Reserved
---X < Byte 6 follows

Extension byte (byte 6) ...

X-== === < R8 x 15.4 lines/mm
X e < 300 x 300 pel s/ 25.4nmm
X —--- < R16 x 15.4 lines/mm & or

400 x 400 pel s/ 25. 4mm

X - < Resolution type

e Xe-- < Don’'t care resolution
type

e oX-- < Don’'t care scan line
time

cee- --0- < Reserved

e aa-X < Byte 7 follows

Resol ution type Mn scan line tinme
0 = nmetric based 0 = single pith
1 = inch based 1 = half pitch

Extension byte (byte 7) ...
X- - - Sub addressi ng
transmi ssion

N

Password transm ss
Reserved

Reserved

Binary file transf
Docunent transfer
El ectronic Data

I nt er change

---X

X
LT N N N

Byte 8 follows

ion

er
node

Extension byte (byte 8) ...

Basi ¢ Transfer
Reserved
Reserved
Character node
Reserved

M xed node
Reserved

Byte 9 follows

@
TR N N N N N

Mode

Extension byte (byte 9) ...

Extension byte (byte 10) ...

X--=- ---- < Processabl e node 26 X--=- ---- < No subsanpling
S X-- - < Dig Network Capability S X-- ---- < Custom il lum nant
EED G < Dupl ex capability EED I < Custom ganut range
S X - < JPEG codi ng S X ---- & Letter size
S--- X--- < Full col our node S--- X--- < Legal size
---- -0-- &« Preferred Huffman tables Se-- -X-- < Rec T.85 basic
S--- --X- < 12 bits/pel conponent S--- - X- < Rec T.85 LO
S--- ---X < Byte 10 fol |l ows ---- ---0 < Extend field

Dupl ex capability

0 = Hal f duplex operation

1 = Full Duplex operation
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Table 4 - digit coding

In digit order In coded data order
D4 >+ 04 > space
0C->0 0C~>0
8C~>1 1C>38
4C> 2 2C>4
cCC~>3 3C>6
2C>14 4C>2
AC > 5 54 > *
3C>6 8C~>1
EC>7 9C~>9
1C~>8 AC->5
9C~>9 Ca>#
04 -> space CC~>3
54 > * D4 >+
Ca># EC>7
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Annex 1 — example call

This is a call where the fax was sent calling to called party, negotiations were attempted at 9600,
dropped back to 7200, then succeeded and the fax sent successfully.

Called to calling
Called to calling
Called to calling
Calling to called

Called to calling
Calling to called

Calling to called

Calling to called
Called to calling
Calling to called

Version 0.3

FF CO 04 <data>
FF CO0 02 <data>
FF C8 01 <data>

— Non Standard Facilities
— Called Party Number
— Standard ITU capabilities, including, e.g. 9600bps, Rec V.29

FF C8 C1 <data> - Digital Command Signal, including, e.g. 9600bps, Rec V.29

t‘ll'..38 training data]

Fl.:“CS 22 — Failure To Train

FF C8 C1 <data> - Digital Command Signal, including, e.g. 7200bps, Rec V.29

t‘ll'..38 training data]
FI.—'“CS 21
t'll'..38 fax page data]
FF C8 F4

FF C8 31

FF C8 DF — Disconnect

22 June 2006
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— Confirmation ready to receive

— End of procedure; End of Page, End of document
— Message confirmation (more messages may follow)

Contact Details

Email: support@vegastream.com

Web: www.vegastream.com

Www.vegaassist.com

EMEA Office
VegaStream Limited
The Western Centre
Western Road
Bracknell

Berks RG12 1RW
UK

+44 (0) 1344 784900

USA Office

VegaStream Inc.

6200 Stoneridge Mall Road
3rd Floor

Pleasanton

California 94588

USA

+1 925 399 6428
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