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Foreword

• This document provides a comprehensive 
overview of NetBorder Express Gateway 
Installation, configuration and operational 
procedures

• Contents are presented in the same order 
as the User Guide documentation

• For more details, please consult the User 
Guide documentation.

– Download a copy at sangoma.com/support/
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What is the PSTN?

• PSTN: Public Switched Telephone Network 

• Circuit switch technology

• Mix of analog and digital communications
– T1, E1, FXO, FXS, BRI, etc.

• Common PSTN protocols:
– ISDN PRI: Euro (30B+D) and North American variants (23B+D)

– CAS (robbed-bit signaling): 24 channels per T1 

– Analog (FXO / FXS)

– Signaling System #7 (SS7) 

• Automatic number identification (ANI):
– Phone number of the calling party

• Dialed Number Identification Service (DNIS):
– Phone number of the called party
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What is SIP?

• SIP: Session Initiation Protocol 

• Defined by IETF (RFC 3261)

• Based on packet switched technology 

(over UDP or TCP)

• SIP “phone number” equivalent: SIP URI

– sip:<user>:<passwd>@<host>:<port>

– SIP URI example: sip:bob@company.com

• Default sip UDP port: 5060
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What is RTP?

• RTP: Real-time Transport Protocol 

• Used to transport real-time audio or video 
over an IP network

• Uses UDP

• Common codecs: G.711, G.726, G.729

• QoS is an important issue to get good 
audio quality. You want to minimize delay 
and jitter in your network to get good audio 
quality.  
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What is a VoIP gateway?

• Is a “bridge” between the PSTN world and 
the VoIP world

• It translates PSTN calls into VoIP calls 
(and vice-versa):
– So if you make a VoIP call to the gateway, it ends 

up on the PSTN 

– If you make a PSTN call to the gateway, it ends 
up in the VoIP world

• Ideally, a gateway would translate or bridge 
all the features of the PSTN world to the VoIP 
world transparently(and vice-versa)
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NetBorder T M Express

• Full-fledged VoIP Gateway on a Card
– TDM to SIP

• Software Implementation
– Runs on standard computing platforms

– Ease of integration

– Deployment Agility

• Telephony Interfaces on Sangoma’s 
Award-winning AFT Series
– Small footprint and low cost

– High Density (1 to 8 spans)

– On board Echo Cancellation

– Fail-safe firmware updates
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Gateway Functionality

• SIP interface
– SIP RFC 3261 Compliant

– Interface with:
• SIP proxies and registrars

• 3rd party call control SIP applications

• Other SIP network elements (phones, media servers, etc.)

• TDM interface 
– Wide protocol and variant coverage T1/E1, PRI.

– Forward all call information such as ANI/DNIS in the SIP message

• Routing and protocol conversion
– Open/configurable protocol translation (SIP-to-PSTN and vice-versa)

– Custom routing capabilities

– Support for “hybrid” redirection
• SIP to SIP

• PSTN to PSTN
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Gateway Functionality (cont.)

• Media processing

– DTMF relay/generation using RFC 2833

– Voice-Activity Detection and Echo 

Cancellation

• Packaged as a Windows Service

• Configurable logging system

• Web-based management and monitoring

• Web services management protocol
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Physical Packaging
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High Level S/W Architecture
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Gateway Logical Interface Points

• SIP for Call Control to VoIP application

• RTP for audio on VoIP side

• PRI/CAS/analog on PSTN side

• Web Interface

• Web Services for Management (XML/SOAP)

• Configuration Files

• Routing Rule scripts (XML) for
– Resource Descriptions

– Open Protocol Translation

– Call Routing
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Installation procedure (high-level)

1. Install NetBorder Express Gateway 

Software

2. Install Sangoma Hardware

3. Obtain and Install License Key Files

4. Validating the Installation

5. Make some test calls!
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NetBorder Express S/W Install

• Click-through installer

• Set home directory
– Default is 

c:\Program 
Files\NetBorder\Express\Gateway

• Set basic H/W parameters and 
install drivers
– Board type

– interface type (T1/E1)

• Set basic IP parameters
– SIP URI, RTP packet size, 

transport type (TCP, UDP), etc.
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NetBorder Express S/W Install (cont.)

– Framing

– Encoding

– ISDN PRI

• Variants

• NFAS

October 23, 2008 © 2008 Sangoma Confidential 20



NetBorder Express S/W Install (cont.)

• Directories installed
– [gateway_home]\

• Root directory of application contains uninstaller

– [gateway_home]\bin\
• Executable and .DLL files

– [gateway_home]\bin\web
• Contains the files required for Web Interface

– [gateway_home]\config\
• Configuration and License files

• Temporary License file is provided at Install
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NetBorder Express S/W Install (cont.)

• Directories installed (cont.)

– [gateway_home]\doc\

• Contains documentation 

(Release notes, User guide)

– [gateway_home]\logs\

• Contains log files (empty at installation)

– [gateway_home]\drivers\sangoma\

• Device driver software for Sangoma hardware

– [gateway_home]\tones\
• Sound files used to generate DTMF tones
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NetBorder Express S/W Install (cont.)
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• From Start Menu > All Programs > 

NetBorder Express Gateway

• Short cuts for

– Configuration Files

– Documentation

– Event Viewer

– Log files

– Services + Stop and Start the GW service

– Web Interface



Sangoma Board Installation

• Shut down server

• Insert board

• Turn on server

• Install board driver and Interface drivers*

– Via “Found New Hardware Wizard”

– Verify installation with Device Manager

• Connect T1/E1 cables
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* Notes:

• The NetBorder installation package pre-installs a specific version of the driver against which it was 

certified and tested.

• There is no need to get the latest driver versions from the Sangoma support web page.



License Key files

• Software is host-locked via license files

• Default / temporary License file provided at install
• Unlocked, time limited, 1 port-limited

• Good for initial testing

• To buy a full multi-port license
– Must provide MAC address of target server

– Ask support@sangoma.com or sales representative

• Receive 2 files (clear and encrypted version):
– netborder-express-gateway-license.txt
– netborder-express-gateway-license.txt.sig

• Overwrite temporary license in the configuration folder
– [gateway_home]\config\

• Restart the Gateway Service
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Installation Validation

• Point web browser to:

– http://[hostname]:[port]/

– Hostname: name or IP address of the GW server

– Port: default is 7782

– Examples: 

• http://192.168.11.109:7782/

• http://XYZgateway:7782/

• System status shows “GREEN”

• PSTN Line Status area shows Idle channels
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Installation Validation (cont.)
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GW is in Alarmed State?

• Ensure that the GW Service is running

– Via Start Menu

• Start the Event viewer

– Via Start Menu

• Check your connections

– T1/E1 connectivity, cables, etc.

– IP Connectivity, etc.
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Making Test Calls

• One of the easiest way is 
to use a softphone locally
– Ex. SJphone

• Requires
– Full duplex sound card

– Speakers, microphone or 
headset

– Valid T1/E1 interconnection

• Make direct SIP to PSTN 
calls

• Monitor Web Interface 
status changes
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Windows XP/2003 
Workstation

Sangoma Card and Drivers

Sangoma
GW Software

Port 5066

SJPhone
(Softphone)

Port 5060

RTPSIP

T1

Port #1

To Network Side
PRI equipment

- Central Office
- Channel Bank
- Line simulator
- Call Generator
- Etc.

Note: by default, GW 

S/W listens on port 

5066 and send to local 

host on port 5060



Making Test Calls (cont.)

For a more elaborate test (IPBX example):

• Change default port of Gateway
– Edit Global Configuration file 

(gw.properties)

– Change parameter 
netborder.sip.userAgent.IPAddress
to point to 5060

• Change SIP out URI
– Edit Routing Rules file 

(routing-rules.xml)

– Locate default_sip_out rule

– Change sip.out.requestUri
to point to URI of IPBX server

• Restart the Gateway Service
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Going to Production

• Default installation settings are for a 

system in development mode

– GW Server Properties (manual restarts)

– “Talkative” Logging Levels and reporting

• Recommended Steps

– Adjust GW Service Properties

– Adjust Logging Level and Reporting

– Monitor (via Web I/F)
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Adjust Service Properties

• Setting of Gateway Service Properties

– Recommended steps from testing to 

production mode

– Via Administration Tools

• Set Startup type 

(Manual vs. Automatic)

• Set Recovery Procedure in 

case of failure 

(Take No Action vs. Restart the Service)
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Adjust Service Properties (cont.)
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Managing the Gateway Service

• Shortcuts are provided in the Programs list
• Stop, Start, Restart

• Can also be done via Administrative tools
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Logging

• NetBorder Express GW Service includes a 
powerful logging framework

• Logging events for:

– PSTN, Media, VoIP, Gateway, CDR, etc.

• Logging Levels:

– Fatal, Error, Warn, Info, Debug, Trace

• Send Logs to:

– Console, files, Windows Event Viewer, 
Syslog, etc.
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Logging (cont.)

• Separate Logging Configuration files for 
production and development environments:

– dev-logger.properties

– prod-logger.properties

– Can switch easily between the 2 environments
• Edit the gw.properties file

• Change netborder.run.mode parameter to 
development or production

• Restart the GW service

– All configuration files found in 
[gateway_home]\config\
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Logging (cont.)

• Default installation is set for development mode:

– dev-logger.properties is configured to Log a 
lot of information and events for testing/debugging 
purposes

– For a GW in production, important to switch 
configuration to production mode

• High level of Logs can slow down your server, generates 
multiple large files, etc.

• Default prod-logger.properties provides appropriate 
level in Logging information for a production environment
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Edit the gw.properties file to point 

to the production logger before going in service! 



Enabling / Disabling Loggers

• To change default Logging settings:
– Edit either dev-logger.properties or 
prod-logger.properties

– Add or comment in our out (with # character) 
the following parameters below:

– Call Logger
• Log4cplus.appender.CALL_LOG_APPENDER

=log4cplus::NullAppender

– PSTN Alarms Logger
• log4cplus.logger.Netborder.pstn.alarms=WARN
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Enabling / Disabling Loggers (cont.)

• PSTN ISDN Traces
– log4cplus.logger.Netborder.pstn.sangoma.isdn.

message=DEBUG

• SIP Messages
– log4cplus.logger.Netborder.sip.message=INFO

• RFC 2833 Events
– log4cplus.Netborder.logger.media.jrtp=DEBUG
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For more complex Logging settings,

please consult the user guide



Viewing Logs and Events

• Event Viewer
– Default logging configuration files (both 

Production and Development) send events to 
Event Viewer

– Access via shortcuts:
• Start Menu > All Programs > NetBorder Express 

Gateway > Event Viewer

October 23, 2008 © 2008 Sangoma Confidential 41



Viewing Logs and Events (cont.)

• Log files located in:
– [gateway_home]\logs\

• Accessible via Start Menu
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Monitoring via Web Interface
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• Accessing:
• http://[hostname]:[port]/
• Default port = 7782

• Status and Control
– Monitor

• System Status

• Call Stats

• Channel Operation

• Line Status

• Routing Rules
– Change routing rules

• Help
– Documentation
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Advanced Gateway Configuration

• Basic configuration performed at installation 
time

• For more refined configuration settings, 
configuration files can be edited:
– Files located in [gateway_home]\config\

– Global GW configuration file: gw.properties

– PSTN Configuration file:pstn-config.xml

– Registration Configuration: 
sip-client-registration.xml

– Routing Rules: routing-rules.xml
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Global GW configuration

• gw.properties file

– Located in [gateway_home]\config\

– Read at service start

– Includes static properties of the gateway

– Most common changes:

• Modify logging properties

• Change of default ports, timeout values, etc.

• Change media properties (RTP, codec, etc.)
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PSTN Configuration

• pstn-config.xml file

– Located in [gateway_home]\config\

– Read at service start

– Configuration of PSTN Interfaces

• Framing, T1/E1, line encoding, clock source, etc.

– Configuration of ISDN signalling

• DMS, 5ESS, NI-2, Euro variants

• NFAS
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Refer to User Guide for more details!



SIP Client Registration

• sip-client-registration.xml
– Located in [gateway_home]\config\
– Gateway can register with proxy for various reasons: 

address resolution, failure detection for resiliency, etc.

– Only performed if the following property in 
gw.properties is set to a valid file path/name:  
netborder.sip.clientRegistration.configFile

– Sample registration file at 
[gateway_home]\config\sip-client-
registration.xml

– No registration by default

– If valid file is found, registration is performed at service 
start and de-registration at service shutdown
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Routing Rules

• routing-rules.xml 

• Located in [gateway_home]\config\

• Provides powerful call routing customization 
capabilities

– Call distribution, Failover, DNIS-based routing, etc.

– Based on regular expressions syntax

• Initially configured to route PSTN calls to SIP URI 
specified at installation time

– This may be sufficient for your implementation
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Refer to User Guide for more details!



Routing Rules (cont.)

• Routing engine applies a set of rules to each 
incoming call (SIP or TDM):
– All available call information is passed up to the 

routing engine for determining outgoing call properties

– Rules are evaluated using:
• Incoming request properties (e.g. pstn.in.dnis=5145551212)

• Global variable match (e.g. sip.in.requestUri=GW_HOST_IP)

• Resource definitions (e.g. pstn.in.channelName=B1T*)

– Rules use regular expressions and variables to 
parse/modify text strings

– Rules are ordered according to their priority
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Routing Engine / Routing Rules

October 23, 2008 © 2008 Sangoma Confidential 51

Outgoing

Call 

Properties

Routing Engine

Routing Rules

Rule 1

Rule 2
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From

pstn-config.xml
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gw.properties.xml

GW_SIP_PORT

GW_HOST_IP

GW_CALL_ID

Outgoing call 
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(ANI, 

requestUri, 
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call properties

(ANI, DNIS, 

requestUri, etc.)

From a set of inputs and 
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specific set of outgoing call 
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Incoming 
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GW 
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Sample Routing Rule

Priority 

floating between 0-1

1 = highest priority

Rule name Target Destination

Store ANI in %0

Set Outbound parameters

Inbound Parameters 

based on incoming 

call characteristics

Use %0 variable 

to populate from 

URI
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Useful Inbound Parameters

Property Name Note

pstn.in.channelName Inbound channel name

pstn.in.dnis DNIS

pstn.in.ani ANI

sip.in.requestUri Call SIP target

sip.in.from.uri Call initiator

sip.in.header.HeaderName Arbitrary SIP header

53



Useful Outbound Parameters

Property Name Note

pstn.out.phoneNumber Phone number to dial

pstn.out.ani Outbound ANI in CAS

sip.out.from.uri Call initiator

sip.out.requestUri Outbound SIP target

sip.out.from.uri Calling party info

sip.out.header.HeaderName Arbitrary SIP header
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Changing the routing rules at run-time 

• On each incoming call, routing rules are fetched from 
a web server.

• netborder.gw.routingRulesUrl parameter  in 
gw.properties points to routing-rules.xml file
– By default rules are fetched from embedded web server

– Any Web Server can be used (central routing for instance)

• The rules can be modified:
– By manually modifying the file with text editor

– Using the Web User Interface 

• Caching performed under traffic conditions:
– netborder.gw.routing.cacheFlushTimeoutSec

parameter gw.properties
– Can be disabled by setting value to 0.
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Modify “default_sip_out” rule for DNIS forwarding
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Rule name Target Destination

Set Outbound parameters

Inbound Parameters 

based on incoming 

call characteristics

Use %0 variable 

to populate from 

URI

Store ANI in %0

Store DNIS in %1

Use %1 variable 

to populate 

requestURI

Priority 

floating between 0-1

1 = highest priority
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Additional Resources

• Documentation

– Data sheet

– User Guide:

• Can be downloaded at 

sangoma.com/support/

• Technical Support

– sangoma.com/support/

October 23, 2008 © 2008 Sangoma Confidential 58

http://www.sangoma.com/support/
http://www.sangoma.com/support/

