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Monitoring CPIPE performance counters with SNMP

The / snnp directory of CPIPE distribution contains several files that can be used to monitor CPIPE
performance counters via SNMP.

The Windows NT Resource Kit 4.0 includes a special SNMP Extension Agent DLL that communicates
with Win32 Registry API in order to fetch performance counters values and makes them accessible via
SNMP queries.

The following diagram shows the data flow between SNMP Management Console and a machine of
interest, i.e. the one that has CPIPE device installed:
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The performance counters are made accessible to SNMP by Per f mi b. DLL supplied with Windows NT
Resource Kit 4.0. The counters are located in the following SNMP subtree under .i so. or g. dod.

internet.private.enterprises. :
311 microsoft
1 software
1 systens
3 os
1 winnt
1 performance

The numeric ID of the MIB branch for CPIPE device is 514 however this can be any number that does not
conflict with other monitored performance counters. The SNMP prefix for the CPIPE counter names is cp
however it is not mandatory either. The files located in/ snnp directory were created with above values —
you are free to change them, but please make sure you understand the changes you are willing to make.

Setting up the managed machine

There are two things that you have to do in order to expose performance counters via SNMP:
» Register Per f m b. DLL as an SNMP extension agent.
e Showto Per fm b. DLL the correspondence between SNMP OIDs and specific performance counters.

The following has to be done on the managed machine in order to accomplish the above tasks:
1. Stop SNMP service by executing net st op snnp from command prompt.

2. Copy Per fm b. DLL into system directory :
copy Wmtreskit%perfnib.dl | %SYSTEMROOT% Syst enB2

3. Register Per f mi b. DLL with Windows NT SNMP service as SNMP extension agent. To accomplish
that create the following registry entries :

\ Regi stry\ Machi ne
Sof t war e
M crosoft
Per f or manceAgent
Current Ver si on
Pat hnane = REG _EXPAND_SZ %Syst enRoot % Syst enB2\ perfm b. dl |
System
Cur rent Cont r ol Set
Servi ces
SNVP
Par anet er s
Ext ensi onAgent s

< Pick the next ordinal number > = REG SZ
SOFTWARE\ M cr osof t\ Per f or manceAgent \ Cur r ent Ver si on

4. Create Perfm b. i ni filein the system directory. This file shows to Per f m b. dl | how to map
SNMP OIDs to actual performance counters. This file contains information about all performance



counters on your system that are monitored via SNMP. The Per f ni b. i ni file located in/ snnp
direcotry on CPIPE distribution contains information about CPIPE counters only. Please take a look on
this file — the syntax is straightforward. Note that if you already monitor other performance counters via
SNMP you will have to add the contents of / snnp/ Per f mi b. i ni to your current
YSYSTEMROOT% Syst enB2\ Per fmi b. i ni file.

5. Start SNMP service by executing net start snnp from command prompt.

Done! From now on you can query CPIPE performance counters using any SNMP Management tool that is
available to you. For example here is how you can use Snnput i | . exe from NT Resource Kit in order to
get CPIPE “‘Up Time’ performance counter value:

snimputi | get Your Server AddressOr Name public .iso.org.dod. <continued>
internet.private.enterprises.311.1.1.3.1.1.514.1.34.0

As you have probably already noticed the counter value in this example is accessed using numeric OID. It is
important to mention that the resolution of SNMP symbolic OIDs (such as. i so. or g. dod.
internet.private.enterprises.mcrosoft.software.systens. 0s.w nnt.perform
ance ) is always done on the client, i.e. manager machine, side. The way you set up your management
console depends on what console do you use and should be explained in the console documentation.

However, to get things going this is how you set up the Snnputi | . exe from NT Resource Kit:

Setting up Snnput i | . exe on the management machine

The Sniput i | . exe uses file called m b. bi n located in the system directory to map SNMP symbolic
OIDs to its numeric equivalents. The special MIB compiler m bcc. exe from NT Resource Kit is used to
create this file from . mi b files that contain descriptions of various SNMP MIBs.

The Cpi pe. m b file located in / snnp directory on CPIPE distribution contains ASN.1 syntax MIBs for
CPIPE device performance counters. This file was automatically generated by Perf2mib.exe tool from NT
Resource Kit. The following is a command line that generated this and Per f mi b. i ni file (please keep in
mind that CPIPE MIB branch ID — 514, and the prefix — cp are arbitrary):

perf2nm b Cpipe.mb Perfnib.ini Cpipe 514 cp

The following steps have to be performed on the management machine in order to use Snnputi | . exe
with symbolic OIDs:

1. Assuming that your current directory is / snmnp at the distribution floppy or whatever directory you’ve
copied the files to, the following command line compiles CPIPE MIBs together with the standard set of
other Windows NT MIBs into m b. bi n file which will be used by Snnputi | . exe for symbolic
OIDs resolution:

m bcc -o%treskit%mb.bin -n -t -w2 %treskit% sm . n b <continued>
%treskitALMM B2. M B Ytreskit%nmb _Il.mb Cpipe.nmb

Assuming you run it in Windows NT command prompt you will see detailed trace of compiler actions
as well as the summary of created MIB branches. If you are using the same numeric ID and the prefix
as in supplied MIB file the following branch will be created for CPIPE device:



311 microsoft
1 software
1 systens
3 os
1 winnt
1 performance
514 cpcpi peTabl e
1 cpcpipeEntry
cpcpi pel ndex

2 cpcpi pel nstance
3 cpCHDLCLI nkSt at us
4 cpDat aFranmesAvai |l abl e
5 cpRecei ver St at us
6 cpNunber Of FranmesTransmitted
7 cpNunber OfF Byt esTransmitted
8 cpTransm t Thr oughput
9 cpNunber O TXDat aFr anesDi scar ded
10 cpNunber O FramesRecei ved
11 cpNunber O Byt esRecei ved
12 cpRecei veThr oughput
13 cpRXDat aFr anesDi scar dedLong
14 cpRXDat aFr anesDi scar dedShort
15 cpRXDat aFr anesDi scar dedLi nkl nacti ve
16 cpRXFranesWt hAnl nval i dCHDLCControl Fi el d
17 cpRXFranmesW t hAnl nval i dCHDLCAddr ess
18 cpRXFranesWthl nconpl et eC scoHDLCHeader
19 cpRXFranesRecei vedWt hl nval i dCHDLCFr aneType
20 cpRXFramesOf Excessi velLength
21 cpTi mesLi nkWent Acti ve
22 cpTi nmesLi nkWent | nact i veModentai | ure
23 cpTi nmesLi nkWent | nact i veKeepal i veFai | ure
24 cpLi nkLoopedCount
25 cpRecei ver Overrunkrror Count
26 cpNunber O Recei ver CRCErrors
27 cpNunber O Abort FranesRecei ved
28 cpRecei ver Di sabl edBuf f er sFul |
29 cpM ssedTXUnderrunlnterrupts
30 cpTi mesDCDDr opped
31 cpTi mesCTSDr opped
32 cpDCDSt at e
33 cpCTSState
34 cpUpTi ne

2. Save your current mi b. bi n file :
copy YSYSTEMROOT% Syst enB2\ mi b. bi n “SYSTEMROOT% Syst enB82\ i b. ol d

3. Copyanewm b. bi n file into system directory :
copy mtreskit%m b. bin USYSTEMROOT% Syst enB32

Done! Now instead of using numbers for SNMP queries you can use the much more meaningfull names. For
example here is the exact same query as on previous page with symbolic OIDs instead of numberic. It will
return the ‘Up Time’ performance counter for CPIPE device installed on the managed machine:



snimputi | get Your Server AddressOrName public .iso.org.dod. <continued>
internet.private.enterprises.mcrosoft.software. systens. o0s. <continued>
Wi nnt . performance. cpcpi peTabl e. cpcpi peEntry. cpUpTi ne. 0

Note that Snrput i | . exe was designed as a very basic SNMP management tool that is very good for
debugging SNMP problems, since it basically allows you to “talk” SNMP directly. However, if you are
seriously thinking of managing your network with SNMP you should probably get some of the nicer SNMP
consoles such as IBM NetView® or HP OpenView®.
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