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1 About this product

1.1 Purpose

The purpose of this document is to connection and management information for IP KVM-
IC2300 through IPMI service.

1.2 Intended audience

This document is for individuals who configure and manage IP KVM-IC2300.

1.3 How to use this document

Use this guide to install or configure the IPMI service on the server system.

1.4 Safety information

A WARNING: The following information lists the safety reminders for installation and
maintenance personnel.

Read all instructions before attempting to unpack, install, operate, or connect power to this
product. Please remember the following when you unpack and install this equipment:

Keep the chassis area clear and dust-free during and after the installation.

Do not wear loose clothing or jewelry that could get caught in the chassis.

Fasten your tie or scarf and roll up your sleeves.

Wear safety glasses if you are working under any conditions that might be hazardous to
your eyes.

Do not perform any action that creates a potential hazard to people or makes

the equipment unsafe.

> > > >

p>>)

>

Disconnect all power by turning off the power and unplugging the power cord before
installing or removing a chassis or working near power supplies

Do not work alone if potentially hazardous conditions exist.

Never assume that power is disconnected from a circuit; always check the circuit.

> >
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1.5 Operating Safety

A Electrical equipment generates heat. Ambient air temperature may not be adequate to cool
equipment to acceptable operating temperatures without adequate circulation. Be sure that
the room in which you choose to operate your system has adequate air circulation.

Ensure that the chassis cover is secure. The chassis design allows cooling air to circulate
effectively. An open chassis permits air leaks, which may interrupt and redirect the flow of
cooling air from internal components.

Electrostatic discharge (ESD) can damage equipment and impair electrical circuitry.

ESD damage occurs when electronic components are improperly handled and can result in
complete or intermittent failures. Be sure to follow ESD —prevention procedures when
removing and replacing components to avoid these problems.

Wear an ESD-preventive wrist strap, ensuring that it makes good skin contact.

If no wrist strap is available, ground yourself by touching the metal part of the chassis.
Periodically check the resistance value of the antistatic strap, which should be between 1
and 10 megohms (Mohms).

>

> >

> > >

EMC Notice

This equipment has been tested and found to comply with the limits for a Class A digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference when the equipment is operated in a commercial
environment. This equipment generates, uses, and can radiate radio frequency energy and, if
not installed and used in accordance with the instruction manual, may cause harmful
interference to radio communications. Operation of this equipment in a residential area is likely
to cause harmful interference in which case users will be required to correct the interference at
their own expense.

Class A Notice for FCC

Modifying the equipment without the authorization of Lanner Electronics, Inc. may result in the
equipment no longer complying with FCC requirements for Class A digital devices. In that
event, your right to use the equipment may be limited by FCC regulations, and you may be
required to correct any interference to radio or television communications at your own expense.

This equipment is in compliance with the essential requirements and other relevant provisions
of Directive 1999/5/EC.
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1.6 Conventions used

Following are all the special characters and typographical conventions used in this manual:

Convention Meaning

Press Enter Means press the Enter or Return key or its equivalent on
your computer.
Note

Introduces important additional information.

Caution

Warns that a failure to follow the recommended procedure
could result in loss of data or damage to equipment.

A\
Warning

A Warns that a failure to take appropriate safety precautions
could result in physical injury.
Warning

A Warns of danger of electric shock.
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Chapter 1

Introduction

2 About the IP KVM-1C2300

The IP KVM-IC2300 contains a powerful software stack combining the functionality of a Service
Processor and of a Baseboard Management Controller (BMC). The software implements IPMI
2.0 and KVM/IP based on the service processor. It performs all the BMC management tasks
defined by IPMI 2.0, which acts as a service processor, allows for video redirection and remote
monitoring using KVM over LAN. For remote access, it runs an embedded web-server to
provide a web management interface. It also runs a remote desktop service for direct access to
the system’s desktop. The following section provides a list of software capabilities.

3 Features

3.1.1 IPMI Message Interface Support

e KCS (System Interface Support)
* IPMB

e LAN

e USB

3.1.2 Media Redirection

¢ Simultaneous floppy, Hard disk or USB and CD or DVD redirection.

e Efficient USB 2.0 based CD/DVD redirection with a typical speed of 20XCD.
e Support for USB key

e Completely secured (Authenticated or Encrypted) remote KVM or vMedia.

3.1.3 IPMI 2.0 based management

* BMC stack with a full IPMI 2.0 implementation

¢ Customizable sensor management
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3.1.4 Event Log and Alerting

¢ Read Log events

¢ Sensor readings
e SNMP traps

e E-Mail alerts

3.1.5 Sophisticated User Management

¢ IPMI based user management
¢ Added security with SSL (HTTPS)
* Multiple user permission level

¢ Multiple user profiles

3.1.6 Remote Server Power Control

e Server’'s power status report

e Support for remotely power-cycle, power-down, power-up and server reset

3.1.7 Web based configuration

¢ Full configuration using web Ul
¢ Fail-safe firmware upgrade

¢ Multi-language support in Web interface with English as the currently supported language
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4 Safety Guidelines

In order to reduce the risk of fire, electric shock and injury, please adhere to the following safety
guidelines.

Carefully follow the instructions in this manual; also follow all instruction labels on this device.
Only use the power adapter supplied with the device.

Do not spill liquid of any kind on this device.

Do not place the unit on an unstable stand or table; the unit may drop and become damaged.
Do not expose this unit to direct sunlight.

Do not place any hot devices close to this unit, as it may degrade or cause damage to it.

Do not place any heavy objects on top of this unit.

Do not use liquid cleaners or aerosol cleaners. Use a soft dry cloth for cleaning.

<K<K KKK LKL

10
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5 Hardware Installation

1. Plug the AC adapter into an AC power socket, and connect its jack to the system's
power socket. |f the system is not powered on, you will need to startup the IPMI service
first.

2. To start the IPMI service separately without powering on the system, connect the console

cable to the system’s console port.

Start the IPMI service as described in the following section.

4. When the booting process finishes, you could access the IPMI web interface through the
IPMI port.

5. Open the browser and type in the default login username and password.

w

5.1 Connecting IPMI via Console Port

In case when you want to start the IPMI service alone without powering on the system, you
can use the console port. The console port's configuration is as follows:

Baud rate: 38400

Data bit: 8

Parity: none

Stop bit: 1

Flow control: hardware
Username: sysadmin

Password: superuser

11
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When the console port is connected, the terminal will display the message to ask you to press
the ESC key within 5 seconds to bypass the system startup and enter the IPMI U-Boot
Command Line Interface. You should do so accordingly if you want to start the IPMI service
manually before the console being redirected to be used for the overall system .

After entering the U-Boot menu, type bootfmh to start up the IPMI service. You may also
config the Ethernet information of the LAN port for IPMI service with the ifconfig command.
The original Ethernet configuration is as follows:

eth0 Link encap:Ethernet HWaddr 00:90:0B:22:06:9A
inet addr:192.168.0.100 Bcast:192.168.0.255 Mask:255.255.255.0
inet6 addr: fe80::290:bff:fe22:69a/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:266206 errors:0 dropped:0 overruns:0 frame:0
TX packets:505833 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen: 1000
RX bytes: 19256366 (18.3 MiB) TX bytes:123158055 (117.4 MiB)
Interrupt:2

12
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6 Default Values

The device is pre-configured with the following parameters. You may change the default values
using the web interface. Refer to 10.9.4Users.

Web Management Interface

User Name:admin

Password: [admin]

Local port address: 192.168.0.100
Subnet mask: 255.255.255.0

Console Connection
User Name: sysadmin
Password: superuser

13
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Chapter 2

Web Configuration Interface

7 QOverview

The Web Management Interface is provided to let the configuration of the IPMI service as
easily as possible. It provides a user-friendly graphical interface through a Web platform. In the
next chapter, each configuration item is described in detail. Here we list the supported
Internet browsers through which you can use to access these functions.

Browser Version Operating System

Linux Windows MAC OS
Firefox 2.0 and above Yes: Default Yes No
Internet Explorer | 7 and above No Yes: Default No
Safari 3.0 and above No Yes Yes: Default
Chrome 2.0 and above No Yes No
Opera 9.64 and above No Yes No

8 Preparation

Step 1: Please refer to the hardware installation procedure in Chapter 1 to prepare the
device for IPMI management.

Step 2: You should configure your PC to the same IP subnet as the IPMI interface.
Example: IPMI Interface: 192.168.0.100
Your PC: 192.168.0.x

Step 3: Connect your PC to the IPMI port directly or to any network device such as a
switch which also connects to the IPMI interface. Make sure that the PING
function is working properly.

Step 4: Launch the Web browser (IE or Netscape) and enter the default IP address
192.168.0.100 into the address bar to access the Web management page.

Step 5: The Login dialog box will appear first.

14
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8.1 Login

The Enter Network password window will appear when starting the configuration. Type admin
for the User name and admin for the Password, then click the Login button.

& Note: The username and password are case-sensitive.

Required Browser Settings

1. Allow popups from this site Q
Allow file download from this site. (How to )
Enable javascript for this site 0

o

Enable cookies for this site @

15
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8.2 Dashboard

8.2.1 Dashboard Information

{2 Megarac SP - Windows Internet Explorer i 18 x|
G_: ~ [l nitp1192.168.0.100ndex homl =l 4l | ive Search Pl
% B @ MegumsP || R8-S ERe - G TRO -

IPMI

Dashboard ~ Server Health  Configuration  Remote Control  Maintenance

Dashboard
Dashboard gives the overallinformation aboutthe status of the device and remote server.
Device Information Sensor Monitoring Event Logs
Firmware Revision: ~ 0.1.10889501 S Hren.10006%)
Firmware Build Time: May 112012 18:09:15 CST Staus  Sensor Reading [ren_s 0.06%)
®  cPUOV 0992volts Mrens 00
Network Information (gdit) oure ol [Fan_7 0.08%)
@ CPU1Vcore  0848Volts P Fan_5.(0.06%)
AC Address:  00:90:0B:04:05:06 g
V4 Network Mode: Static @ CPUODDR3-1 1488Volts A [Hran_s 00e%)
IPv4 Address: 192.168.0.100 5 ¥ Fan_2 (0.08%)
V6 Network Mode: DHCP CPUDDDRS:2 | 1488 Nols =m,1 ©08%)
. System Temp2 (0.06%)
IPV6 Address:  11:a0c4:3810:1614:088b @ CPUIDDR3-1 1504Volts ° | i
@ CPUTDDR32 1488Volts ° [ Free Space (s0.12%)
Remote Control Launch
® vccav 3312Vots R
® vcesv 4944 Volts R
® vcciv 1292Vols R
® BT 3264 Volts R
e 3B 3312Volts R
® svsB 5.088Volts O
® CPuTemp 50°C »
@ cCcPutTemp 43°C »
® sysemTempt 23°C P
®  SystemTemp2 -23°C »
® Fant ORPM »
® Fan2 ORPM »
® Fan3 ORPH »
® Fans ORPH » L
® Fans ORPH »
@ Fans 2070RPH R
® Fan7 ORPM »
peak [T T @ s | st aea Hi00% -

The Dashboard shows the hardware monitor information.
It monitors several critical parameters in PC hardware, including power supply voltages, fan
speeds for both CPU and system fans, temperatures, and CPU voltage, etc.

8.2.2 Device Information

The Device Information displays the following information:
Firmware Revision: The revision number of the firmware.
Firmware Build Time: This field shows the date and time on which the firmware is built.

16
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8.2.3 Network Information

The Network Information of the device with the following fields is shown here. To edit the
network Information, click Edit.

A MAC Address: Read only field showing the |IP address of the device.

A V4 Network Mode: The IPv4 network mode of the device which could be disable, static or
DHCP.

A IPv4 Address: The IPv4 address of the device (could be static or DHCP).

A V6 Network Mode: The v6 network configuration of the device which could be disable,
static or DHCP.

A IPv6 Address: The IPv6 address of the device.

8.2.4 Remote Control
To redirect the host remotely, launch Java Console from this section.

Click Launch to launch the console redirection and to manage the remote server. It will start
downloading the jviewer.jnlp file which after downloaded and launched will open the Java
redirection window.

8.2.5 Sensor Monitoring
It lists all the available sensors on the device with the following informations.

e Status: The status column displays the state of the device. There are three states for status.

- Denotes normal state

-Denotes Warning State

.— Denotes Critical State

If you click the » icon, the sensor reading for that particular sensor will be displayed. For more
information on sensor readings, see next section on Server Health.

17
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9 Server Health Group

The Server Health Group consists of the following two items.
e Sensor Readings

e Event Log

9.1 Sensor Readings

The sensor readings page displays all the sensor related information. Click on a record to show
more detailed information such as the thresholds about that particular sensor.

/2 Megarac SP - Windows Internet Explorer -18] x|
& - [ oo ic0 i00mies it =42l x| [Live Scorch £
U S B Mg || 5B - @A - TR -
Dashboard  Server Health  Configuration  Remote Control  Maintenance
Sensor Readings
All sensor related information will be displayed here. Double click on a record to toggle (ON / OFF) the live widget for that particular sensor.
Al Sensors B Sensor Count: 26 sensors
Sensor Name 5 Status 5 Current Reading 5
‘CPUO Veore Normal 0992 Volts TR
CPU1 Veore Normal 048 Volts CPUO Vcore: 0.992 Volts L
CEUODORS Notmal 1488, Vots Thresholds for this sensor Live Wiocer OrF | Ou
CPUO DDR3-2 Normal 1.488 Volts
el bl dposvone Lower Non-Recoverable (LNR}: ~ 0.624 Volts Upper Non-Recoverale (UNR): 1104 Volts
SRiDoRa2 oy 1360 Vors Lower Critcal (LC) 05672 Volts Upper Critical (UC). 1056 Volts
HECH Nonal Ecibils Lower Non-Critical (LNC): 0.72Volts Upper Non-Critical (UNC). 1.008 Volts
veesy Normal 4944 Volts
vee 12v Normal 12.92 Volts
VBAT: Nomal S264Volts Graphical View of this sensor's events
avse Normal 3312Volls
svse Normal 5088 Volts
CcPUO Temp Normal 50°C
CPU1Temp Normal ac
System Temp1 Lower Non-Recoverable 2a0c
System Temp2 Lower Non-Recoverable 2
Fan_1 Lower Non-Recoverable ORPI
Fan_2 Lower Non-Recoverable ORPM
Fan_3 Lower Non-Recoverable 0RPM
Fan_4 Lower Non-Recoverable ORPI
Fan5 Lower Non-Recoverable ORI
Fan_6 Normal 2070 RPU
Fan_7 Lower Non-Recoverable ORPI
Fan_8 Lower Non-Recoverable ORPM
Fan_9 Lower Non-Recoverable ORPH
Fan_10 Lower Non-Recoverable ORPM
View this Event Log
23 [T @ e 2R ne | w100% -

Sensor Type (drop down menu)

This drop down menu allows you to select the type of sensor. The List of sensors with the
Sensor Name, Status and Current Reading will be displayed in the list. If you select All Sensors,
all the available sensor details will appear. Otherwise, you can choose the sensor type that you
want to display in the list. Some examples of other sensor types include Temperature Sensors,
Fan Sensors, and Voltage Sensors etc.

Select a particular sensor from the list. On the right hand side of the screen you can view the
Thresholds for this sensor.

18
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Thresholds are of six types:

¢ | ower Non-Recoverable (LNR)
¢ | ower Critical (LC)

¢ | ower Non-Critical (LNC)

e Upper Non-Recoverable (UNR)
e Upper Critical (UC)

e Upper Non-Critical (UNC)

The threshold status can be any of the following:

Lower Non-critical - going low Lower Non-critical - going high,
Lower Ciritical - going low Lower Ciritical - going high

Lower Non-recoverable - going low Lower Non-recoverable - going high
Upper Non-critical - going low Upper Non-critical - going high
Upper Critical - going low Upper Critical - going high

Upper Non-recoverable - going low Upper Non-recoverable - going high.

19
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9.2 Event Log

The Event Log page displays the list of event logs showing 6 types of events (Sensor-Specific,
BIOS Generated, SMI Handler, System Management Software, Remote Console Software and
Terminal Mode Remote Console Events). Double click a record to see the details of that entry.
You can use the sensor name filter options to view those specific events. You can also sort the
list of entries by clicking on any of the column headers.

/2 Megarac SP - Windows Internet Explorer =181 x|
@T\; ~ [ htp192.168 0 100 mdexc el =4l | [uive search 2~
% & @ MegarosP | ] B8 &SRR - §IRO -7
C Refresh % Print -+ Logout
Dashboard ~ Server Health ~ Configuration ~ Remote Control  Maintenance Event log x|
This page diplays the list of event ogs
Event Log urred by different sensors on this
device, Double cick on & record to see
the details of that entry. You can also
Events generated by the system will be logged here. Double-click on a record to see description sor the st of entries by clicking on any
of the column headers.
[All Events =] fiter oy: [All Sensors =] Event Log: 33 event entries, 1page(s) [AECL S
Event Type
® Timezone € Client Timezone UTC Offset: (GMT+- < < > >> In Event Log, specific type of events
BIC Timezone " Client Timezone set: (GMT+-0) can be fitered using the evens type.
EventD > Time Stamp 3 Sensor Name Sensor Type 3 Description filter option.
£ 01/0112010 00:00:29 Fan_10 Fan Lower Non-Recoverable - Going Low - Asserted 4| | |sensor Name
32 01/01/2010 00:00:29 Fan_10 Fan Lower Critical - Going Low - Asserted You can use the "’“‘" type or sensor
name filter options to view those.
31 0110112010 00:00:29 Fan_10 Fan Lower Non-Critical - Going Low - Asserted (Speaiic events iogged in the device.
30 0110112010 00:00:29 Fan_9 Fan Lower Non-Recoverable - Going Low - Asserted BMC Timez
7 i Check this option o display the event
29 01/0112010 00:00:29 Fan_9 Fan Lower Critical - Going Low - Asserted e ey e
28 0110112010 00:00:29 Fan_9 Fan Lower Non-Critical - Going Low - Asserted value.
21 01/01/2010 00:00:29 Fan_8 Fan Lower Non-Recoverable - Going Low - Asserted Client Timezone
- 7 Check this option to display the event
2 0110112010 00:00:29 Fan_g Fan Lower Critical - Going Low - Asserted e P i s
2 0110112010 00:00:29 Fan_g Fan Lower Non-Critical - Going Low - Asserted Timezone value.
24 0110112010 00:00:29 Fan 7 Fan Lower Non-Recoverable - Going Low - Asserted UTC Offset
z - Displays the current UTC Offset value
23 0110112010 00:00:28 Fan_7 Fan Lower Critical - Going Low - Asserted B e e
2 01/0112010 00:00:28 Fan_7 Fan Lower Non-Critical - Going Low - Asserted updated.
21 0110112010 00:00:28 Fan_5 Fan Lower Non-Recoverable - Going Low - Asserted
20 0110112010 00:00:28 Fan_5 Fan Lower Critical - Going Low - Asserted C"“;::;'I’;‘g“‘"r‘““’ gopfite nagsict
19 010112010 00:00:28 Fan_5 Fan Lower Non-Critical - Going Low - Asserted
18 0110112010 00:00:28 Fan_4 Fan Lower Non-Recoverable - Going Low - Asserted chdgws Lutic 0,00 fo pecviolls poge
17 0110112010 00:00:28 Fan_4 Fan Lower Critical - Going Low - Asserted of the e '°9
¥ = z Page Ni
16 0110112010 00:00:28 Fan_4 Fan Lower Non-Critical - Going Low - Asserted Eoge N paae ip e e
15 0110112010 00:00:28 Fan_3 Fan Lower Non-Recoverable - Going Low - Asserted ‘and press ‘Enter key' to move to the
14 0110112010 00:00:28 Fan_3 Fan Lower Critical - Going Low - Asserted RaiEaiagRboc
¥ 5 3 Clear All Event Logs.
13 0110112010 00:00:28 Fan_3 Fan Lower Non-Critical - Going Low - Asserted e D i e
12 0110112010 00:00:28 Fan_2 Fan Lower Non-Recoverable - Going Low - Asserted all existing records for all sensors.
1 0110112010 00:00:28 Fan_2 Fan Lower Critical - Going Low - Asserted
10 0110112010 00:00:28 Fan_2 Fan Lower Non-Critical - Going Low - Asserted
9 010112010 00:00:28 Fan_1 Fan Lower Non-Recoverable - Going Low - Asserted |
8 0110112010 00:00:28 Fan_1 Fan Lower Critical - Going Low - Asserted
7 0110112010 00:00:28 Fan_1 Fan Lower Non-Critical - Going Low - Asserted
6 0110112010 00:00:28 System Temp2 Temperature Lower Non-Recoverable - Going Low - Asserted
5 01/0112010 00:00:28 System Temp2 Temperature Lower Critical - Going Low - Asserted =l
Clear All Event Logs
e Y T e T R100% ~

9.2.1 Event log Category

The category can be Sensor-Specific Event, BIOS Generated Event, SMI Handler, System
Management Software, Remote Console Software and Terminal Mode Remote Console
Software Events.

Filter Type: The type of filter is listed.

BMC Timezone: Displays the events with the timestamp value based on BMC's timezone.
Client Timezone: Displays the events with the client’s timestamp value based on the client’s
timezone

Clear All Event Logs: Click to delete all the existing records for all the sensors.

20
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10 Configuration

This group of pages allows you to access various configuration settings for the IPMI service.
Configuration options include: DNS, mouse mode, network, network link, NTP, PEF, Services,
SMTP, SSL, users.

10.1 DNS

The Domain Name System (DNS) is a distributed hierarchical naming system for computers,
services, or any resource connected to the Internet or a private network. It associates the
information with domain names assigned to each of the participants. Most importantly, it
translates domain names to be meaningful to humans into the numerical (binary) identifiers
associated with networking equipment for the purpose of locating and addressing these
devices worldwide.

/> Megarac SP - Windows Internet Explorer =15 _ﬂ
& - [e] menicB0100miedm =[x | [ive seexch ol
W R @ Mg || B ERY - GIEQ -7

IPMI

Dashboard ~ Server Health  Configuration ~ Remote Control  Maintenance

DNS Server Settings

Manage DNS settings of the device.

Host Configuration
Host Settings Automatic -]

Host Name [AMI003008010203

Domain Name Configuration

Domain Settings Manual b2
Domain Name
1Pv4 Domain Name Server Configuration
DNS Server Settings Manual i
Preferred DNS Server 0.0.0.0
Alternate DNS Server 0.0.0.0
I1Pv6 Domain Name Server Configuration
DNS Server Settings Manual Jict
Preferred DNS Server
Alternate DNS Server
Save Reset
[T [0 | s iR ReA Ri00% -

To configure the DNS settings on the IP KVM-IC2300, follow these steps:
1. Choose the Host Configuration from either Automatic or Manual
2. Enter the Host Name in the given field if you have chosen Manual Configuration.

21
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3. Under Register BMC, Check the option Register BMC to register with this DNS settings
and then Choose the option Direct Dynamic DNS to register with direct dynamic DNS or
choose DHCP Client FQDN to register with DHCP server.

4. Inthe Domain name Configuration Settings, select the domain settings from the dropdown
list. If you choose Manual, enter the DNS names manually in the given field.

5. In IPv4/IPV6 Domain Name Server Configuration, select the DNS Server Settings from
the dropdown list: enter the preferred IP address for the Preferred DNS Server. Enter
the alternate address In the Alternate DNS Server field.

6. Click Save to save the entries or reset to reset the changes.

10.2 Mouse Mode

The Redirection Console handles mouse emulation from local window to remote screen in two
methods. The user has to be an Administrator to configure this option.

/2 Megarac SP - Windows Internet Explorer I =18 x|
& - [e] menicB0100miedm =[x | [ive seexch ol
Q-6 - EEE - G TEQ -7

W B @ MegaroSP | |

Dashboard  ServerHealth  Configuration  Remote Control  Maintenance
Mouse Mode Settings
Redirection console mouse mode settings can be modified here
The current Mouse Mode is ABSOLUTE.
© SetMode to Absolute (Recommended when server OS is Windows)
€ SetMode to Relative (Recommended when server OS is Linux)
Save| Reset
= [EINNECY: e % -

Select one from the two following modes:
1 Absolute Mode: The absolute position of the local mouse is sent to the server.
1 Relative Mode: The calculated relative mouse position displacement is sent to the
server
1 Save: Click to save any changes made.
1 Reset: Click to Reset the modified changes.
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10.3 Network

The network page allows you to configure the Ethernet interface for the IPMI service.

/2 Megarac SP - Windows Internet Explorer

=l8lx|

@ ~ [ 1 152,168 0.100Andexchiml

W W @ Megarac SP

(=] || x | Juive search L
S-S EER - G TR -7

IPMI

Network Settings

Dashboard ~ Server Health  Configuration

Remote Control  Maintenance

Hanage network setings of the device
LAN Interface
LAN Settings
MAC Address
1Pv4 Configuration
Obtain an IP address automatically
1Pv4 Address
Subnet Mask
Default Gateway
1PV Configuration
IPV6 Settings
Obtain an IP address automatically
1PV6 Address
Subnet Prefix length
Default Gateway
VLAN Configuration
VLAN Settings
VLANID

VLAN Priority

ethl -

W Enable

[00:90:08:04:05:06

I” use DHCP

[ez1680100
[ss252550
[e216801

¥ Enable

¥ use DHCP

——

™ Enable

—
—

Save| Reset

[T TS @ wmes =R Bb Ri00% -

To configure the network settings of the LAN interface for the IPMI service, follow these steps:
1. Select the designated Ethernet interface for IPMI. The MAC address will be displayed

automatically.

2. For IPV4 Configurations:
Use either one of the following connection method:

a. Obtain an IP Address automatically: This option is to dynamically configure |IPv4
address using DHCP (Dynamic Host Configuration Protocol).

b. Enter the IP Address. This defines the IP address of local port and it has to be a
private one. For example, 10.x.x.x or 192.x.x.x may be chose as they are reserved
for LAN use.

c. Enter the Subnet Mask and the default gateway's IP address.

3. For IPv6 Configurations:
IPv6 Settings: This option is to enable the IPv6 settings in the device.

a. Obtain an IPv6 address automatically: This option is to dynamically configure IPv6
address using DHCP (Dynamic Host Configuration Protocol).
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b. IPv6 Address: To specify a static IPv6 address to be configured to the device. Eg:
2001:db8:3333:4444: 5555:6666:7777:8888

c. Subnet Prefix length: To specify the subnet prefix length for the IPv6 settings.
Enter an integer between 1-128

d. Default Gateway: Specify v6 default gateway in |IPv6 address format.
4. VLAN Configuration:

VLAN Settings: Check this box to enable the VLAN support for selected interface.
VLAN ID: The Identification for VLAN configuration. Enter an integer between 1 to 4095.
VLAN Priority: The priority for VLAN configuration. Enter an integer between 1 to 7.

Save: Click to save the entries.

Reset: Click to reset the modified changes.
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10.4 Network Link

The network link configures the data link settings for the IPMI network communication.

/2 Megarac SP - Windows Internet Explorer —18)x|

O - [e] mena 160 100w =4[ [tive seach Ll

W B @ MegaroSP | | Q-6 - = EEe - G IEQ -7

IPMI

Dashboard ~ Server Health  Configuration ~ Remote Control  Maintenance

Network Link Configuration

Manage network link settings of the device.

LAN Interface ethl v

Auto Negotiation @ ON © OFF

Link Speed [oomees 5
Duplex Mode [Furbwpex 51

Save| Reset

= [T TS o wpemss 1w wea [%ioo% -

To configure the network link settings, follow these steps:

1. LAN Interface: Select the required network interface from the list with which the Link
speed and duplex mode can be configured.

2. Auto Negotiation: Select this option to allow the device to perform automatic
configuration to achieve the best possible mode of operation (speed and duplex) over a
link. Or your can enter the information manually as described below.

3. Link Speed: Select the supported capabilities of the network interface. It can be
10/100/1000 Mbps.

4. Duplex Mode: The Duplex Mode could be either Half Duplex or Full Duplex.
5. Save: Click to save the settings or click Reset to reset the modified changes.
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10.5 NTP

The Network Time Protocol (NTP) is a protocol for synchronizing the clocks of computer
systems with the a time server over a network.

/2 Megarac SP - Windows Internet Explorer | IR
@T’j ~ [ htpi152.168.0.100 dexc il =[] e sea o

® & @ e || B8-S ERY - G IR -

IPMI

Dashboard ~ Server Health  Configuration ~ Remote Control  Maintenance

NTP Settings

Here you can either configure the NTP server or view and modify the device's Date & Time settings.

Date: [famiay = | o O |
Time: T[]

(nmmss) D L]

UTC Timezone: (GMT+/-0) 1 Hour(s)

NTP Server: [time nist.gov

¥ Automatically synchronize Date & Time with NTP Server

Refresh | Save| Reset

B EIRNNECE Hiwow -

To configure the NTP settings or manually enter the date and time, follow these steps:

1. Date: To specify the current date for the device. Uncheck the Automatically Synchronize
box as described below to be able to enter this field manually.

Time: Specify the current Time for the device.
NTP Server: Specify the NTP Server for the device.
UTC Timezone: Specify your time zone in order to display to exact local time.

Automatically synchronize: Check the box to automatically synchronize the Date and
Time with the NTP Server.

Refresh: Click reload the current date and time settings.

ok W

o

7. Save: Click to save the settings.
Reset: Click to reset the modified changes.
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10.6 PEF Management

Platform Event Filtering (PEF) provides a mechanism for configuring the IPMI service to take
selected actions (defined as Event Filter Action) on a generated event. These actions include
operations such as system power-off, system reset, as well as triggering an alert. The BMC
scans all entries in the table and collects a set of actions to be performed as determined by the
entries that were matched.

Note that Event Filtering function is independent of Event Logging.

3 management tasks on the specified event can be configured through PEF: Event Filter, Alert
Policy, and LAN Destination. To access them, click their tabs.

10.6.1 Event Filter Tab

A PEF implementation is recommended to provide at least 16 entries in the event filter table.
You can filter an event{s) based on the sensor type, sensor name as well as the event
description to perform certain actions when this event happens.

/2 Megarac SP - Windows Internet Explorer =18 x|
@T\; ~ [] ttp1192.168.0.100/ndex html (=] 4 || x| Juive seasch £~
@ Megrosp || - B - EEe - G IR0 -
Dashboard Server Health  Configuration ~ Remote Control ~ Maintenance
PEF Management
Use this page to configure Event Filter, Alert Policy and LAN Destination. To delete or modify a entry, select itin the list and press "Delete” or "Modify". To add a new entry, select an unconfigured slot and press "Add"
Event Filter ‘ ‘ Alert Policy ‘ ‘ LAN Destination
Configured Event Filter count: 15
PEFID & Filter Configuration 2 Event Filter Action 5 Event Severity 3 Sensor Name
1 Enabled [Alert) Unspecified Any =
2 Enabled [Alert) Unspecified Any
3 Enabled [Alert) Unspecified Any
4 Enabled [Alert] Unspecified Any
5 Enabled [Alert] Unspecified Any
6 Enabled [Alert] Unspecified Any
7 Enabled [Alert) Unspecified Any
8 Enabled [Alert) Unspecified Any
9 Enabled [Alert] Unspecified Any
10 Enabled [Alert] Unspecified Any
" Enabled [Alert) Unspecified Any
12 Enabled [Alert) Unspecified Any
13 Enabled [Alert) Unspecified Any
14 Enabled [Alert] Unspecified Any
15 Enabled [Alert) Unspecified Any
16 = = = =
17
18
19
20 B
21
22
23
24
25
26
27
28 L‘
Add Modify Delete
53 [TIE T [ | i | Z R R [#iw0% -

The fields of Event Filter are explained below:
PEF ID: displays the ID for the newly configured PEF entry (read-only).
Filter configuration: indicates whether the PEF setting is enabled or disabled.
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Event Filter Action: indicates the action to perform on this event.

Event Severity: the event severity defined by the administrator.

Sensor Name: the particular sensor about which the event is generated.

Add: Click to add a new event filtert.

Modify: Click to modify an existing entries.

Cancel: Click to cancel the modification and return to Event filter list.

To add an event filter entry, select a free slot and click Add to open the Add event Filter entry
Page.

A sample screenshot of Add Event Filter Page is displayed in the screenshot below.
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G_A v [ 192 1680 100wderc bl

WA B Moo P

Sl [ -

IPMI

Modify Event Filter entry

Dashboard  Server Health  Configuration  Remote Control  Maintenance

Event Filter Configuration
PEFID

Félor Configuration

Event Severty

Filter Action configuration

Sensor configuration

Event Data configuration
Event Trigger

Event Data 1 AND Mask
Evont Data 1 Comparo 1
Event Data 1 Compare 2

Event Data 2 configuration
Evont Data 2 AND Mask
Event Data 2 Compare 1
Event Data 2 Compare 2

Event Data 3 coafiguration
Event Data 3 AND Mask
Event Data 3 Compare 1

Evont Data 3 Compare 2

Use this page to moay the existng Event Filter entry. Click Modify to accept the modicaton

Sensor Type (Al Sensors
Sensor Name ANl Sensors
Event Options

100 000 oo m ]]w

Event Filter Action F Aot
Power Action [None =
Nert Poscy Number (.
Generator D confguration
Generator D Data ¥ RawData
Generator D1 forF
Generator 102 T
Event Generator © saveAdaess € System Software 10
Siave Address/Software 1D 1
Channel Number | - | =
1PMB Device LUN | |
Seasor configuration
Sonsor Type T |
Sensor Name [ASensos 3]
Evont Options [MEems 5]
Event Data coniguration
Event Trigger s
Evont Data 1 AND Mask 1 i
Generator D2 foer ZJ
Evont Generator © SiveAdaress € System Software ID
Stave Address/Software ID
Channel Number
1PMB Device LUN

1. In the Event Filter Configuration section: PEF ID displays the ID for configured PEF entry

[T [ O ARG 008

) . )

(read-only).
2. Check the Filter Configuration box to enable the PEF settings.
3. For Event Severity, select any one of the Event severity from the list.

4. In the Filter Action configuration section, Event Filter Action is a mandatory field and the

enable PEF Alert action (read-only) is checked by default.
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5. Select any of the Power action from the list: Power down, Power reset or Power cycle.
The filter action is triggered by the sensors configured from the following Sensor
Configuration section.

6. Choose any one of the configured alert policy number from the drop-down list.

A

NOTE: The Alert Policy has to be configured via the Alert Policy tab under
Configuration->PEF->Alert Policy.

7. Inthe Generator ID configuration section, check Raw Data option to fill the Generator |ID
with raw data.

8. Enter the raw Generator ID1 data for Generator ID 1.
9. Enter the raw Generator ID2 data for Generator ID 2.

A

NOTE: In RAW data field, specify hexadecimal value with prefix 'Ox'.

10.In the Event Generator section, choose the event generator as Slave Address - if event
was generated from IPMB. Or as System Software ID - if event was generated from
system software.

11.In the Slave Address/Software ID field, specify corresponding 12C Slave Address or
System Software ID.

12.Choose the particular channel number that the event message was received over. Or
choose '0' if the event message was received via the system interface, primary IPMB, or
internally generated by the BMC.

13.Choose the corresponding IPMB device LUN if the event is generated by IPMB.

14.In the Sensor configuration section, select the Sensor Type that will trigger the event
filter action.

15.Choose the particular sensor from the sensor list for the Sensor Name.

16.Choose Event Option to be either All Events or Sensor Events. If the Sensor Events is
selected, you need to specify the current reading for the specified threshold value at
which the event is generated.

17.In the Event Data configuration section, the Event Trigger is used to give Event/Reading
type value. Enter an integer from 1 to 255 ( FFh = match any).

18.Event Data 1 AND Mask field is used to indicate a wildcarded or compared bits. Valid data
is from 0 to 255.

a. 0is a Wildcard bit: drop this bit position in the Event Data byte of the comparison.
Corresponding  bit position mustbe a 1in Comparel1 and a 0 in Compare 2. (Note:
setting a 0 in this bit, a 1 and comparel anda 1 in Compare 2 guarantees that you
will never have a match.)
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b. 1 is a compared bit: use this bit for further exact or non-exact comparisons based
on the following Comparel and Compare2 values.

Each time the BMC receives an event message, it compares the event data
against the entries in the

event filter table. To match any Event Data filed value, just set the
corresponding AND Mask,
Compare 1 and Compare?2 fields to 00h.

19.Event Data 1 Compare 1: used for indicating whether each bit position’s comparison is
an exact comparison or not. Here, ‘test value’ refers to the Event Data value after the AND
mask has been applied.

a. 1 means to match bit in the test value exactly to correspond bit position in
Compare 2.

b. 0 means to match if corresponding bit in the test value matches corresponding bit
in Compare 2.

20.Event Data 1 Compare 2 field is used to indicate whether each bit position's comparison
Is an exact comparison or not. Valid data is from O to 255.

a. 1 means to match a ‘1" in corresponding bit position in test value.
b. 0 means to match a ‘0’ in corresponding bit position in test value.
Example for Mask and Compare Bit:
Matching (bit 2 =1 ) OR (bit 1=1), and ignore all other bits.
AND Mask 0000 0110 Force all bits except bits 2 and 1 to 0.

Comparel 1111 1001 Compare for at least one of bit 2 or bit 1
being polarity specified in the corresponding
bit position in Compare 2. Compare all other bits exactly.

Compare2 0000 0110 Compare for bit2 or bit1 =1, and remaining bits =0 exactly.

21.For Event Data2 AND Mask and Even Data 2 Compare1/2, use the same procedures as
for Event Data 1.

22.Click add to add this new event filter entry. Or click Reset to reset the entry. Or Cancel
to cancel this entry.
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10.6.2 Alert Policy Tab

This page is for configuring the Alert Policy. The Alert Policy is specified in the previous Event
Filter entry to select what alert policy is used when a match occurs. An alert policy is a
collection of one or more alert destinations. An alert policy can support a mix of different alert
destination types and channels. For example, one policy (uniquely identified by Policy Number
not Policy Entry Number) could include event alerts and SMTP traps to send to different
locations. This Alert Policy mechanism also makes it possible for different alert policies to be
associated with different classes/types of events. You can add, delete or modify an entry on
this page.

/2 Megarac SP - Windows Internet Explorer =18 x|
@C ~ [2] htp:#192.168.0.100ndexc =] 42| x| JLive search 2|
W B @ Moo s || 56 - & - SRR - GIRe -7

Dashboard ~ Server Health  Configuration ~ Remote Control  Maintenance

PEF Management

Use this page to configure Event Filter, Alert Policy and LAN Destination. To delete or modify a entry, select itin the list and press "Delete” or "Modify". To add a new entry, select an unconfigured siot and press "Add™

‘ Event Filter ‘ ‘ Alert Policy ‘ ‘ LAN Destination

‘ Configured Alert Policy count: 1

Policy Entry # 2 Policy Number 5 Policy Configuration 3 Policy Set Channel Number > Destination Selector &
1 1 Enabled Always send alertto this destination 8 1 &

@ N ew N

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
2
27
28

= H

The fields of the Alert Policy entries are explained below:

Policy Entry #: displays the order of the Alert Policy entry which also determines the oder or
priority of the multiple alert destinations.

Policy Number: displays the policy number of the configuration.

Policy Configuration: indicates whether this policy is enabled or disabled.

Policy Set: It shows how the event should be sent to (multiple) destinations depending on the
following described circumstances.Configured according to the following rule set:
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1. Always send alert to this destination.

2. |If alert to previous destination was successful, do not send alert to this destination.
Proceed to next entry in this policy set.

3. If alert to previous destination was successful, do not send alert to this destination. Do
not process any more entries in this policy set.

4. |f alert to previous destination was successful, do not send alert to this destination.
Proceed to next entry in this policy set that is to a different channel.

5. If alert to previous destination was successful, do not send alert to this destination.
Proceed to next entry in this policy set that is for a different destination.

Channel Number: indicates a particular channel from the available channel list.
Destination Selector: indicates a particular destination from the configured destination list.

A NOTE: The LAN Destination has to be configured on the LAN Destination tab under
Configuration->PEF->LAN Destination.

To add or modify an Alert Policy entry, follow these steps:

1. In the Alert Policy Tab, select the entry number that you want to modify or click an empty
slot to add a new entry. The entry number just denotes the order or sequence of sending
the alert in a given policy set. It is different from the Policy Number which doesn’t have
to be equal to Policy Entry#. The Policy Number can also appear more than 1 time in the
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